Notification Letter “Type B: Precautionary, No Confirming Evidence”
(Remove this header before use and print on appropriate Vanderbilt letterhead.)

[Notification Letter Date]

[Individual’s name and address]

 Re:  Personal Information Security Incident

Dear [  ]:

We are writing to alert you to a recent computer security incident at Vanderbilt that may or may not have involved unauthorized acquisition of your [your child’s] personal information.  

[Describe what happened in general terms, what kind of personal information was involved, what is being done in response.]

We do not know whether your [your child’s] personal information was stolen or not, but because it is possible that this information was taken, we are writing to ask you to be watchful of signs suggesting your [your child’s] identity is being used.  The Identity Theft Resource Center (ITRC) provides guides for preventing and managing identity theft at www.idtheftcenter.org.  Specific things to look for are: unexpected bills or credit cards being sent to your home in your [your child’s] name, or pre-approved credit card offers being mailed to you [your child].  Should these occur, you should immediately contact the three credit reporting agencies and tell them that you suspect your [your child’s] identity has been stolen and why.  Every consumer, whether or not a victim of identity theft, can receive one free credit report every 12 months from each of the three national credit bureaus.

Experian
Equifax
TransUnion


888-397-3742
800-525-6285
800-680-7289

If you have reason to believe your [your child’s] personal information has been stolen, please let us know so that we can send another alert to other potential victims telling them to take heightened precautions.

We deeply regret any inconvenience this has caused.  If you have any questions or need additional information please do not hesitate to contact us at [phone number].
